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SUMMARY 


The  chain  of  events  since  World  War  11  has  caused  the  rapid 
development  of  a  worldwide  military  communications  capability  de¬ 
signed  to  meet  specific  requirements  as  they  have  occurred.  This 
system  has  been  evolved  specifically  to  support  a  national  policy 
of  deterrence. 

Recently  the  strategic  policy  was  expanded  to  include  deter¬ 
rence  plus  containment  of  revolutionary  and  subversive  activities. 

The  rapid  reassessment  of  capabilities  resulting  from  this  change 
in  policy  brought  to  light  certain  weaknesses  in  the  supporting  com¬ 
munications  systems. 

A  spectrum  of  conflict  limited  to  five  levels  is  defined.  Only 
three  of  the  levels  are  pertinent  to  the  design  of  a  strategic  com¬ 
munications  system.  With  the  continued  growth  and  increasingly  closer 
relationship  between  military  and  political  requirements,  it  has 
become  apparent  that  there  must  be  a  single  worldwide  communications 
system  designed  to  meet  combined  requirements. 

Some  of  the  fundamentals  which  must  be  considered  before  imple¬ 
menting  such  a  combined  system  have  been  broadly  analyzed  and 
conclusions  have  been  drawn  as  to  certain  specific  problems  which 
must  be  solved  before  system  implementation. 
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STRATEGIC  COMMUNICATIONS  AND  THE  SPECTRUM  OF  CONFLICT 


The  destruction  of  Hiroshima  and  Nagasaki  near  the  end  of  World 
War  II  introduced  a  new  element  in  world  military  and  political 
strategies:  the  nuclear  weapon  changed  the  destruction  potential 

and  scope  of  possible  future  wars.  Since  then,  new  concepts  in  the 
conduct  of  military  operations  have  dominated  military  thought,  and 
there  has  been  an  irrevocable  marriage  of  military  and  political 

srid  tactics.  This  union  of  military  and  political  planning, 
coupled  with  a  revolution  in  technological  development,  has  caused 
major  changes  in  the  concepts  of  and  requirements  for  communications 
support  of  the  resultant  politico-military  activities.  Some  thought 
about  the  situation  gives  rise  to  the  question,  "Does  our  planning 
give  adequate  consideration  to  communications  capabilities  and 
limitations  through  the  spectrum  of  conflict  and,  if  not,  what  can 
we  do  to  improve  the  situation?" 

This  article  has  been  written  as  a  broad  overview  of  the  po¬ 
tential  spectrum  of  conflict  and  its  communications  implications; 
it  points  out  that,  while  much  has  been  done  to  adjust  communications 
capabilities  to  the  altered  world  situation,  there  is  still  some 
room  for  improvement. 

The  Spectrum  of  Conflict 

It  has  been  fashionable  for  several  years  to  refer  to  the 
varying  degrees  of  world  strife  taken  as  a  whole  as  the  spectrum  of 
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conflict;  indeed,  this  is  a  very  useful  way  to  consider  tension 
patterns  as  an  aid  to  planning.  As  can  be  imagined  from  the  use  of 
the  word  "spectrum,"  the  concept  is  multidimensional  in  nature  and 
covers  the  entire  range  from  idealized  peaceful  competition  to  total 
world  annihilation.  For  the  purpose  of  this  article,  a  simplified 
spectrum  limited  to  five  levels  has  been  employed.  Special  notice 
should  be  taken  that  at  the  lower  end  of  the  scale,  the  spectrum  can 
be  considered  as  applying  either  to  limited  areas  or  to  the  world  as 
a  whole,  but,  as  the  tempo  of  conflict  increases,  larger  and  larger 
portions  of  the  world  are  forcibly  involved. 

Beginning  at  the  lower  end  of  the  spectrum,  there  is  an  ideal 
level  characterized  by  peaceful  competition  in  trade,  culture,  and 
scientific  development.  War,  even  on  a  limited  scale,  is  not  present 
at  this  level.  Since  man  has  never  been  able  to  achieve  this  level 
except  very  locally  for  short  periods  of  time,  and  since  its  achieve¬ 
ment  on  a  worldwide  scale  appears  unlikely  in  the  near  future,  this 
level  is  not  considered  as  a  factor  which  should  Influence  the  design 
and  implementation  of  strategic  communication  systems. 

The  first  step  up  the  spectral  ladder  brings  one  to  a  level  of 
tension.  Strife,  both  national  and  international,  is  widespread. 

This  strife  may  be  limited  to  economic,  psychological,  or  political 
struggles,  or  it  may  involve  amed  conflict  for  establishing,  re¬ 
gaining,  or  maintaining  control  of  areas  threatened  by  guerrilla 
action,  revolution,  subversion,  or  other  tactics  aimed  at  internal 
takeover  of  one  or  more  governments.  The  Berlin  and  Laotian  crises 
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of  1959  represent  different  types  of  strife  within  this  spectral 
level.  Crises  resulting  from  low  intensity  actions  at  this  level 
can  easily  escalate  to  the  next  level. 

The  next  level  involves  conventional,  or  mid-intensity,  war¬ 
fare,  which  may  be  defined  as  fighting  intended  to  accomplish  limited 
objectives  under  definitive  policy  limitations.  This  level  and  type 
of  conflict  is  a  product  of  the  world  situation  since  World  War  II 
and  is  precarious,  to  say  the  least;  yet  it  seems  to  become  more 
prevalent  as  time  goes  on.  The  limited  objectives  are  normally 
established  for  political  reasons  and  frequently  are  not  compatible 
with  objectives  more  desirable  from  a  military  point  of  view.  For 
example,  they  may  require  containment  of  armed  conflict  within  mili¬ 
tarily  Indefensible  frontiers,  or  they  may  allow  an  enemy  to  mount 
operations  from  within  territory  which  for  political  reasons  must 
remain  inviolate  to  friendly  military  penetration.  The  emergence 
of  many  new  nations  since  World  War  II,  their  struggles  to  achieve 
stability,  the  aggressive  attempts  of  Communist  nations  to  spread 
communism,  and  the  resistance  to  aggression  by  the  Free  World  have 
elevated  situations  to  this  level  of  the  spectrum  many  times.  There 
is  a  strong  probability  that  this  trend  will  continue  for  many  years, 
until  the  Communist  nations  have  reached  a  level  of  political  maturity 
which  does  not  demand  world  acceptance  of  Communist  Ideologies,  and 
until  the  new  nations  (the  "have-nots")  have  become  viable  states 
with  a  reasonable  degree  of  political  and  economic  stability.  The 
Vietnamese  conflict  now  in  progress  typifies  the  struggles  at  this 
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level  of  the  spectrum.  It  is  most  Important  to  the  future  of  the 
world  that  conflicts  be  contained  at  least  to  this  level. 

High  intensity,  or  nuclear,  warfare  Involves  the  application  of 
the  most  modern  military  technology  in  maneuver,  firepower,  intel¬ 
ligence  and  command.  It  is  at  this  level  that  military  objectives 
must  take  precedence  over  political  objectives;  hopefully,  we  will 
be  able  to  maintain  a  sufficiently  deterrent  posture  to  avoid  this 
level,  but  we  must  be  ready  to  fight  should  deterrence  fail.  The 
dangerous  step  upward  from  mid-  to  high-intensity  warfare  would  un¬ 
doubtedly  bring  the  Free  and  Communist  Worlds  to  a  major  confrontation, 
causing  the  devastation  of  much  of  the  developed  world,  the  death  of 
a  large  portion  of  the  world's  population,  and  a  complete  breakdown 
of  the  world's  economic  structure  and  power  balance. 

The  final  step  in  the  spectrum--beyond  comprehension-- involves 
total  destruction  of  the  human  race.  For  obvious  reasons,  it  bears 
no  relevance  to  the  matter  under  consideration. 

Evolution  of  Strategy 

With  the  creation  of  a  huge  arsenal  of  nuclear  weapons  in  the 
United  States  and  an  opposing  one  in  the  Soviet  Union,  our  national 
policies  included  a  strategy  of  deterrence--as  long  as  the  power 
balance  was  such  that  we  could  suffer  less  in  a  nuclear  exchange,  or 
could  better  recover  from  one,  we  were  confident  that  we  would  not 
be  attacked.  National  strategy  did  not  include  mid-intensity  warfare, 
at  least  not  as  involving  the  United  States,  and  our  military  capabilities 
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were  shaped  around  this  policy  of  mutual  deterrence.  Our  armed  forces 
were  geared  primarily  to  prevention  of  high  intensity  warfare  or,  if 
it  should  occur,  to  emerging  triumphant  after  a  nuclear  battle  of 
major  proportions.  This  trend  was  interrupted  temporarily  in  1950  by 
the  Korean  War,  but  was  resumed  after  1953. 

It  would  appear  that  the  lessons  learned  by  the  Communists  in 
China  and  Korea  were  sufficiently  impressive  to  them  that  they  insti¬ 
gated  a  major  foreign  policy  change  on  the  part  of  the  Soviet  Union. 
While  the  nuclear  stalemate  seemed  to  preclude  further  appreciable 
Communist  expansion  by  overt  means,  local  revolutions  within  the  many 
emerging  nations  offered  fertile  ground  for  sowing  the  seeds  of  com¬ 
munism.  In  a  public  announcement  in  1961,  Khrushchev  outlined  Soviet 
support  of  these  "wars  of  national  liberation."  In  a  special  defense 
budget  message  to  Congress  in  the  same  year,^  President  Kennedy 
countered  with  an  announced  change  in  United  States  policy.  In  part, 
he  said: 

The  strength  and  deployment  of  our  forces  should  be 
sufficiently  powerful  and  mobile  to  prevent  the  steady 
erosion  of  the  Free  World  through  limited  wars;  and  it 
is  this  role  that  should  constitute  the  primary  mission 
of  our  overseas  forces.  Nonnuclear  ware,  and  sublimited 
or  guerrilla  warfare  have,  since  1945,  constituted  the 
most  active  and  constant  threat  to  Free  World  security. 

In  addition,  the  President  stated  that  "our  defense  posture  must  be 

flexible  and  determined"  and  "must  be  designed  to  reduce  the  danger  of 

irrational  or  unpremeditated  general  war."  This  public  recognition 


1961, 


^John  F.  Kennedy,  Special  Message  on  Defense  Budget,  28  Mar. 
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by  the  United  States  of  the  gravity  of  mid- intensity  warfare  to  the 
security  of  the  Free  World  marks  the  beginning  of  an  era  of  nuclear 
deterrence  plus  containment  of  subversive  and  revolutionary  activities. 
Careful  and  rapid  reassessment  of  the  joint  capabilities  of  our  armed 
forces  was  required  so  that  an  effective  counterinsurgency  and  mid¬ 
intensity  warfare  proficiency  could  be  established  therein;  at  the 
same  time,  adequate  forces  for  the  maintenance  of  a  posture  of  nuclear 
deterrence  have  had  to  be  retained  and  improved  as  required. 

This  brief  discussion  of  the  strategic  background  affecting  our 
worldwide  communications  requirements  would  not  be  complete  without 
mention  of  Communist  China.  The  Communists  gained  control  of  China 
through  a  "war  of  national  liberation,"  or  "people's  war"  in  Com¬ 
munist  China's  terminology.  More  recently,  they  have  been  openly 
active  in  challenging  the  viability  of  "iiiq)erialist  United  States  and 
its  lackeys,"  and  at  the  same  time  have  Increased  their  support  of 
subversive  and  revolutionary  activities  in  other  countries  of  Asia, 
Africa,  and  Latin  America. 

Another  element  of  Chinese  influence  on  the  world  is  her  militant 
attitude  toward  the  spread  of  Communist  influence.  Unlike  the  current 
Soviet  attitude  of  peaceful  coexistence  of  major  powers  (even  though 
openly  supporting  "wars  of  national  liberation"),  Chinese  leaders  do 
not  believe  that  their  Ideologies  can  be  triumphant  without  aggressive 
revolutionary  activity,  preferably  under  direction  of  Red  China.  They 
continue  to  exploit  every  opportunity  to  foment  violence  which  is 
damaging  to  the  Free  World  position,  and  are  simultaneously  developing 
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their  own  nuclear  capability.  This  militant  attitude  and  the  Chinese 
intent  to  take  over  Communist  leadership  have  caused  a  serious  rift 
between  China  and  the  Soviet  Union.  The  permanence  of  the  rift  and 
its  eventual  impact  are  currently  favorite  discussion  topics  of 
political  and  military  planners. 

In  summary,  the  world  situation  today  leads  one  to  the  conclusion 
that  limited  warfare  is  here  to  stay  for  a  long  time  and  that  the 
nuclear  balance  of  power,  heretofore  bipolar,  may  become  multipolar 
within  the  next  decade. 

Evolution  of  Integrated  Concepts 

The  growing  worldwide  commitments  of  the  United  States  and  the 
maintenance  of  an  effective  deterrent  posture  have  required  wide  dis¬ 
persal  of  armed  forces  and  nuclear  weapons.  In  the  fifties,  aside 
from  Korea,  most  effort  was  concentrated  on  strengthening  NATO,  but, 
with  policy  changes  regarding  the  importance  of  limited  warfare  to 
national  security,  no  amount  of  planning  or  even  speculation  can 
postulate  the  location  or  scope  of  our  next  commitment.  Certainly 
some  areas  are  more  likely  trouble  spots  than  others,  but  our  extra¬ 
sensory  perception  is  sufficiently  inaccurate  that  we  must  be  ready 
to  deploy  our  forces  wherever  in  the  world  they  may  be  required,  in 
adequate  quantities  and  in  a  sufficiently  timely  fashion  to  assure 
the  accomplishment  of  our  objectives. 

How  have  these  changed  circumstances  affected  our  communications 
planning  and  systems  implementation?  Have  sufficient  effort  and 
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resources  been  devoted  to  the  task,  and  where  may  we  find  room  for 
improvement? 

Since  men  first  engaged  other  men  in  organized  combat,  good 
communications  have  been  essential  to  victory;  this  statement  should 
come  as  no  surprise  to  anyone,  but  the  sophistication  of  nuclear 
deterrence  and  warfare  coupled  with  our  worldwide  commitments  have 
resulted  in  development,  in  the  minds  of  our  planners,  of  a  new 
consciousness  of  the  iii^)ortance  of  communications.  In  recent  years, 
they  have  evolved  a  link-up  in  the  planning  stages  of  command  and 
communications  functions,  commonly  called  "conmand,  control  and  com¬ 
munications,"  or  for  short.  There  are  two  Interrelated  aspects 
of  which  need  to  be  reviewed  at  this  point;  (1)  the  development 
of  our  present  military  worldwide  communications  system;  and  (2)  the 
iiiq>act  of  closer  political  and  military  relationships  on  the  further 
improvement  of  the  system. 

At  the  end  of  World  War  II,  our  worldwide  military  communications 
were  primarily  provided  by  a  number  of  point-to-point  links  of  small 
capacity,  with  very  little  capability  for  long-range  voice  conver¬ 
sations.  These  links  were  installed  as  required  when  it  was  necessary 
to  communicate  between  two  points,  were  not  designed  for  interconnection, 
and  there  was  little  attempt  or  capability  to  create  a  worldwide  system 
able  to  handle  large  volumes  of  traffic. 

As  the  nuclear  race  increased  its  pace,  it  became  necessary  to 
have  more  and  better  communications  between  and  among  a  much  larger 
number  of  places.  In  addition,  the  threat  of  nuclear  attack,  both  at 
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home  and  overseas,  required  development  of  new  concepts  of  systems 
designed  to  provide  essential  communications  even  under  conditions 
of  high  Intensity  war.  Spurred  by  the  rapid  increase  of  require¬ 
ments  In  wartime  (WW  II),  progress  In  technological  communications 
moved  rapidly;  many  new  capabilities  for  processing  much  greater 
volumes  of  all  types  of  communications  locally  and  worldwide  were 
developed,  which  formerly  had  been  far  beyond  the  "state  of  the  art." 

The  tremendous  change  In  the  nature  of  prospective  warfare  and 
the  tense  nature  of  the  world  political  situation  Increased  vastly 
the  volumes  of  Information  needed  to  be  originated,  stored,  trans¬ 
mitted,  received,  processed,  analyzed  and  displayed.  Developmental 
effort  was  therefore  concentrated  on  improving  the  speed  of  com¬ 
munication,  automation,  and  new  types  of  terminal  and  transmission 
hardware.  In  addition,  the  nature  of  the  threat  focused  considerable 
attention  on  the  vulnerability  of  command  and  communications  centers. 
The  upshot  of  this  trend,  which  has  slowed  down  but  has  still  not 
stopped,  was  the  investment  of  huge  numbers  of  dollars  in  hardware 
without  adequate  consideration  of  the  eventual  requirements  of  a 
worldwide  system.  Each  piece  of  hardware  was  designed  to  perform  a 
specific  purpose,  and  only  coincidentally  or  occasionally  was  an 
overall  requirement  for  conq>atibility  thoroughly  considered.  The 
Army,  Navy,  and  Air  Force  all  proceeded  along  parallel  paths;  there 
was  even  much  competition  and  duplication  within  the  services.  These 
varied  but  similar  activities  created  what  became  known  as  the  "inter¬ 
face  problem." 
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Communication  Is  the  process  of  origination,  transmission, 
processing,  reception,  comprehension,  and  storage  of  information; 
it  is  accomplished  by  a  combination  of  procedures  and  equipment. 

All  parts  of  this  combination  are  interrelated  and  must  be  considered 
if  optimum  design  is  to  be  achieved.  The  equipment  Includes  people, 
typewriters,  teletypewriters,  telephones,  facsimile  and  television 
devices,  computers  and  other  ADP  equipment,  cryptographic  devices, 
and  the  communications  systems  through  which  the  information  is 
processed.  Each  device  in  the  communications  chain  speaks  a  language; 
the  space  between  the  devices  is  the  interface.  If  two  adjacent 
devices  speak  different  languages,  there  must  be  an  interpreter  (the 
familiar  "black  box"),  which  usually  is  quite  expensive.  The  parallel 
development  of  many  systems  and  facilities  has  resulted  in  procure¬ 
ment  of  a  large  amount  of  incompatible  equipment.  As  attempts  are 
made  to  build  a  worldwide  system  utilizing  all  this  expensive  hard¬ 
ware,  the  Interface  problem  becomes  apparent. 

The  gravity  of  the  Interface  problem,  growing  costs  of 
duplicatory  communications  facilities,  and  the  near  exhaustion  of 
irreplaceable  communications  resources  (primarily  the  radio  frequency 
spectrum)  caused  the  Secretary  of  Defense  in  1961  to  form  the  De¬ 
fense  Communications  Agency  (DCA)i  whose  mission  was  to  bring  about 
the  combination  of  the  strategic  communications  resources  of  the  De¬ 
partment  of  Defense  (DOD)  into  a  single,  common-user,  worldwide 
Defense  Conuunlcatlons  System  (DCS).  This  system  was  to  be  designed 
to  meet  the  combined  irorldwlde  requirements  of  the  armed  forces  and 
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ami,  wluai  1  u  1  J  v  opera  I  L«)iia  1  ,  will  be  worlilwiile  in  .scope.  AUTOVON 
will  cmable  users  to  employ  dircol  dialing  lecbniijue.s  worldwide',  and 
higher  pr  ec  ede'lU  C'  colls  will  preeMIipi  lower  pr  e*c  c'delK  e-  c  .1  I  I  s  il 


AirjODIN  will  eniable  users  to  lile  laige  volumes  *>1 


nei  c'.'^  sa  r  V  . 


.ind  data  t  ra  i  1  i  c  with  a  swiLching  ce‘nte*r,  which  will  au(i>- 


mc*  s  sa  ge 


this  ilata  to  its  addressen*  at  high  .spc'c'd,  and  in 


ma  t  i  I  a  I  I  v  |i  is  »c  c*  s  s 


the  most  expeditious  manner  c  omiiie-nsura  t  c'  with  p  recedc'iu  e*  and  the- 


m.iximuin  iit  i  I  i /-.i  t  i.iii  ■>!  .1  v.i  i  1 .1  b  1 cirmils.  Lliidii  dfvr  1  .)|>nunl  i .1 


ii‘  lu-lwork  \diirh  will  In-  i  11  ( c-gr.U  cd  with  tlicsi-  iw-.  sysU'ms; 


Se  c  lire  voic  e 


loge-thel,  these*  three-  networks  will  const  it  uLc*  the-  hulk  ol  the*  DCS. 
si  me  World  W.ir  II,  ovir  170  nu  I  I  ion  |n'.>|)lf  ol  iiongovoni  i  ng 


t  i-r  1'  i  I  or  i  es  in 


llu'  world  linvc  g.iincd  indopcMuliiuc ;  ovor  1  or  I  y 


inori' 


l..nmrlv  dop.ndoii  1  icrritorios  li.ivo  iH-comi-  sovoroigii  si.Ucs,  and 
inorr  will  aihicvo  i  ndi-pi'nilciKi'  in  llu-  lu-ar  luluio.  Ks  t  ah  1  i  slniu'ii  I  ol 


now  world  balan.o  ol  powor  has  boon  a  oon  I  i  nuons  I  v  .lynamio  |n-.d)loni 
..vor  Ibos,.  vo.irs  and  will  gr..w  ovini  inoro  domaiuling  during  Ibo  lortb- 


coming  yc‘ars; 


‘ars;  the-  struggli*  l)e‘twe'c*n  the  Communist  and  Free  Worlds  loi 


(11  both  tin-  inililarv  and  civilian  age-ncie*s  ol  gove*r  nmc'ii  t  . 


1  I 


'I’ll  esc* 


civilian  agcMU'ies  have  had  to  develop  conununica L ions  capabilities  oi 
iheir  own,  olten  competing  tor  resources  with  the  military,  and 
1  I  (]ue  n  1 1  V  duplicating  systems  where  one  could  have  served  several 
agc'ncies.  In  recognition  ot  the  common  need  for  worldwide  government 
ci>mmun  i  ca  t  iiUis  systems  and  the  difficulty  of  providing  several  such 
systems,  in  19bJ  President  Kennedy  directed  that  most  of  these  systems, 
including  the  DCS,  be  combined  into  a  National  Communications  System 
(Nt'.S).  lU  designated  the  Secretary  ot  Defense  as  the  executive  agent 
lor  imp  1  enun  ta  t  ion  and  management  of  the  NCS ;  the  Director,  DC/\ ,  was 
dc’signatLcl  its  administrator.  The  NCS  is  in  its  infancy,  and  its 
progressive’  e‘volution  is  severely  handicapped  by  the  parochial  in¬ 
terests  ol  varie'us  agemcies  pre^perly  proud  oi  their  e)wn  previe^us 
ce)nmiun  i  ca  t  ie>ns  elfiU'ts  and  reluctant  te)  relinquish  their  c(mtre)l  te^ 
the  DOD. 

Gen’er  nment  a  1  ce>mmun  i  ca  L  ieuis  ,  both  civil  and  military,  can  be 
elivided  i  nte>  twt>  breiad  categeu'ies.  The  lirst  is  equ'r a t  ie)na  1  (cemunand 

aiul  conti'ol),  and  the’  se’Cemd  is  administrative.  The  requirements  e)! 
these'  agencies  ten*  the  t v%'o  tvpcs  of  traffic  have  much  in  ceniimon,  but 
tliei'e’  is  great  debate'  ove'i*  the  relative’  importance*  e>l  military  versus 
(.ivilian  (rat  lie,  inn*  t  i  c  u  1  a  r  1  v  during  times  oi  extreme’  national 
I’liur  gene  \  .  The  »‘Volving  NCS  must  ho  de'sigiu'd  lo  acct'»mnu>eia  t  c’  biU  h 
civilian  and  mililarv  trallic  under  varying  v>?orld  ce>nditie>ns  in  sucli 
1  mannt  1  that  neitlua*  military  inn*  civilian  ed')  j  e‘c  t  i  ve‘S  are  i  e’vqnn*  el  i  zrel 
1)\  inaeicquale  e  onmiiin  i  e  a  t  ions  . 


'I'lu*  NC\S  tiiul  LIk‘  S[>oc'  I  rum  ol  ConllLtl 

In  I  Dns  i  ili'T  i  nj;  whnl  shoii  1  tl  hi'  Liu*  lu(uri'  ion  1  i  ^uiM  I  ion  dI  lIu* 

Nl’S  ,  (MU'  .shv)ulil  nnswi'i  ii'rt.iin  1  uikI.utu'ii  I  n  I  (|ui' s  l  i  oiks  .  Who  will  u.si' 

I  lu*  .‘A'sloin;  WIkiL  kiiuls  niul  (ju.i  n  L  L  I  i  I'S  ol  I  ml  lie  will  they  genemle, 
.iiul  Ik)w  i  j;  this  l  ml  lie  nlleeleil  h\  vnisiiiy;  world  eoiul  i  I  i  ons  What 
1  I  I  I  1  i  I  .‘dll >u  I  il  l  .1  k i*  |M' i' e e de lU' e  I'vu' r  i> I  he i  I  m  1  1  i  i' ,  tiiul  slu) ii  1  d  relative 
|M  leedoiu  i*  In*  ehanged  niuler  vaiving  i^oiul  i  I  Li>ns  What  laeLlilios  do 
V\u  ha\'e  toi^las,  and  how  luiisl  or  ean  t  he\'  he  inodilii'd  and  augmented  to 
meet  anlieipated  r  e  (|u  i  lU'men  t  ?  Wlu'iU'  ilo  we  draw  the  1  i  ik'  bi'twei'ii 
wh.it  i  .s  possihli'  and  what  is  leasLhle?  'the  answi'i's  to  iiu)St  ol  these 
i|ue.siions  belong  to  t  lu*  shades  ol  grey  rathei*  than  to  tiu*  realm  ol 
h  Lu  k  and  whiti*,  hut  tlu's  must  all  he  properly  iiddressi'd  he*  lore  ma  joi* 
ehangi'.s  .ire  impU'inented. 

'rhe  luture  NCS  should  meet  mi>st  giwernmi'nt  millLary  ,nul  eivilian 
eoiiunand,  eontrol,  and  administrative  eonunun  iea  t  Lon  r  e  qu  L  remen  t  s  at 
honu*  .ind  abroad;  it  she.uld  lull  ill  those'  requirements  under  ce)ndiLLe)ns 
ol  low,  mid-,  and  high  intL'iisity  Wvirlare.  Te'  design  such  a  system  on 
.1  iiasonahL*  basis,  e'Lutrieal  eonunun  i  ea  t  ieuis  must  he  ki*pt  to  t  lu' 
minimum  luei'ssary  lo  do  llu'  )e>b,  sinee  transmission  resources  arc*,  and 
will  cinUinue  to  Ih'  tor  se>me  years,  a  be)  t  L 1 1'ueck .  In  view  eU  this 
ek'sii  i  to  ki*ep  c'lectrical  trail  ic  to  a  minimum,  there  are  three*  iuiuia- 
iiU'Utal.s  ol  inlormatie>n  exchange  ti^  he*  ions  i  dc'r  ed .  These  iundamentals 
de*  t  L'l'in  i  lu*  tIu*  anuunu  e>i  traliic  required,  and  the  way  they  are  handled 
can  nu'an  the  dilU'ii'nce  between  aciu'ptable  and  unacci*[)  t  ah  U*  traliic 

ol  consideration  are,  lirst,  kiH>wli'dge  ol  what  is 

I  d 


load.‘.  . 


ihesc*  areas 


taking  pLiLr;  sl’cimuI,  how  iiurIi  ol  tho  knowledge'  is  known  be  1  oic-hniul ; 
and,  linall\,  how  much  additional  inl\n'ma  t  ion  must  Ik*  exchanged  to 
accomplish  tlu  dc*sirc*d  objectives.  These*  considerations  afiplv  ti> 
eonunand  and  canUri)!,  as  well  cis  to  administrative  mattc*rs. 

Ll  i:^  e\trc*mc*lv  diilieult,  ii  not  impossible,  to  deiine  lu^w 
little'  Ol  how  much  ol  c‘Vc*nts  vet  to  occur  must  be  communicated  t  c> 
aiitUher  location.  Theretore,  while  appropriate  action  must  be*  lelt 
ll'  l  lu  judgiiu'nl  ol  resj'jons  i  b  1  c*  individuals,  sonic'  knowledge  ol  eom- 
mun  i  c  a  I  i  iMi.s  c  onserva  t  ii>n  slu^uld  be  a  part  oi  the*  basic  education  ol 
all  goveinment  personnel. 

Ln  the*  sc'cond  area  ol  cons  idera  t  icni ,  c^ne  finds  a  fertile  lie*  Id 
li'r  substantial  reduction  of  electrical  communication  r  e  (ju  i  remen  t  s  ; 
that  is,  whc'i'c*  the  amc^unt  of  informa  ticni  kni^wn  beforehand  is  concc*r  ned . 
Much  ol  the  traflic  generatc*d  during  periods  of  Icuv  and  mi  d- i  n  t  c*ns  i  t  y 
war  laic  i>  characteristically  low  precedence  and  higli  in  volume*, 
tlsing  tliis  type*  of  traffic,  every  attempt  should  be  made  to  prepositimi 
i  n  1  v'rnui  t  i  on  which  will  be  of  great  im[)ortance  during  critical  situations 
Si'  that  it  can  be  referred  to  bv  minimal  information  exchange  during 
thc*sc‘  perii^ds.  In  addition,  effort  should  be  concentrated  on  putting 
this  inlormaticni  in  sc)mc*  form  that  can  be  mended  by  physical  means 
ratlu*r  than  electrical,  i  .  e .  ,  cards  or  magnetic  tape;  handling  is 
then  easv  1  cu'  both  the  originator  and  the  addressee,  but  actual  trans- 
mi  ssliui,  while  possible  electrically,  may  be  better  and  even  more 
c‘xpc*di  t  ious  1  y  acccmip  1  i  shed  by  messenger,  mail,  or  air  express. 

In  the  third  case,  we  must  again  rely  on  the  gcK)d  judgment  of 


individuals  to  determine  how  much  infonnation  must  be  exchanged;  this 
judgment  also  can  be  influenced  advantageously  by  education.  The 
education  should  include,  among  other  things,  en^hasis  on  two  basic 
factors.  First,  how  quickly  must  new  information  be  exchanged?  If 
speed  is  not  essential,  then  mail  or  routine  electrical  exchange  are 
preferable.  The  most  routine  matter,  however,  may  be  handled  most 
efficiently  by  telephone  if  no  record  is  required  of  the  exchange. 
Second,  Information  exchange  should  be  limited  to  that  information 
actually  required.  Huge  volumes  of  traffic,  even  in  times  of  emergency, 
and  especially  by  telephone,  are  initiated  by  curiosity  rather  than 
an  actual  need  for  information. 

Some  note  must  be  taken  of  the  differences  between  civilian  and 
military  traffic.  Whereas  in  most  cases  it  may  be  quite  possible  to 
meet  the  requirements  for  both  kinds  through  common  use  of  the  same 
facilities,  careful  analysis  may  prove  that  the  differences  in  re¬ 
quirements,  the  exigencies  of  the  situations,  economic  considerations, 
and  even  political  Immisciblllty  of  the  requirements  may  make  this 
sharing  Infeasible.  It  is  not  the  Intent  here  to  delve  into  the 
intricacies  of  this  problem  or  to  offer  an  imaginative  solution,  but 
rather  again  to  point  to  fundamentals  which  must  be  considered  in 
arriving  at  a  solution.  The  Influence  of  the  spectrum  of  conflict 
must  be  taken  into  consideration,  as  well  as  the  differing  attitudes 
of  military  and  civilian  leaders  with  regard  to  national  security 
matters.  Before  even  thinking  about  physical  system  integration, 
one  must  isolate  the  respective  requirements,  study  their  relative 
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similarities  and  dissimilarities, . and  then  decide  where  physical  “ 
union  is  most  advantageous.  ^ 

'  i 

History  shows  us  that  communications  traffic  increases  during 
times  of  crisis,  when  an  unusual  event  of  wide  interest  occurs,  or 
on  certain  recurrent  occasions  (Mother's  Day,  for  instance).  Assuming 
that  all  types  of  traffic  are  curbed  as  much  as  possible  by  the 
methods  already  suggested,  it  is  of  particular  interest  to  then  survey 
trends  of  both  military  and  civilian  governmental  traffic  as  we  ascend 
through  the  spectrum  of  conflict.  At  the  lower  end,  traffic  volume 
and  precedence  are  at  a  comparatively  low  level.  Under  these  con¬ 
ditions,  where  little  military  traffic  is  actually  affecting 
operations  of  strategic  importance,  it  is  likely  that  much  of  the 
high  level  political  traffic  should  be  accorded  at  least  as  high  a 
precedence  as  the  military,  if  not  higher.  On  a  worldwide  basis, 
this  is  not  necessarily  true  of  civilian  versus  military  administrative 
traffic,  but  with  the  available  facilities  and  some  reasonable  nego¬ 
tiation,  differences  could  probably  be  resolved  quite  equitably; 
this  is  particularly  true  within  the  United  States,  where  differences 
are  even  smaller.  It  would  seem,  then,  that  under  these  conditions, 
an  arrangement  for  facility  sharing  could  be  established  with  little 
difficulty.  But  will  these  same  conditions  prevail  at  other  levels 
of  escalation? 

As  we  ascend  to  conditions  associated  with  mid- intensity  con¬ 
flict,  the  picture  begins  to  change.  There  are  still  high-level 
political  matters  whose  importance  probably  equals  or  is  greater  than. 
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that  of  military  matters;  however,  it  is  likely  that  these  Important 
matters  no  longer  have  the  same  degree  of  urgency  as  military  command 
and  control  traffic,  which  probably  is  determining  the  outcome  of  a 
fast  moving  conflict  situation.  This  difference  is  further  aggravated 
by  the  growing  trend  toward  centralization  of  both  military  and 
civilian  control  of  worldwide  operations.  In  addition,  many  military 
administrative  matters,  formerly  of  a  fairly  low  priority,  now  have 
assumed  a  much  more  important  role  in  the  determination  of  a  success¬ 
ful  outcome  in  our  worldwide  operations.  The  pattern  of  interrelation¬ 
ship  of  military  and  civilian  requirements  can  thus  be  seen  to  be 
dynamic  rather  than  static  as  world  conditions  climb  through  the 
spectrum  of  conflict. 

As  we  approach  the  ill-defined  border  between  mid-  and  high  in¬ 
tensity  warfare,  the  United  States  may  have  become  Involved  in  several 
conflicts  at  widely  scattered  points  in  the  world,  and  may  even  be  in 
real  danger  of  nuclear  warfare.  This  scale  of  activity  even  further 
emphasizes  differences  between  military  and  civilian  requirements. 

Some  military  operations  may  occur  where  little  if  any  civilian  re¬ 
quirement  exists.  An  adequate  exchange  of  military  traffic  including 
command,  control,  and  administrative,  both  at  home  and  abroad,  be¬ 
comes  all-important  to  the  very  survival  of  our  nation. 

If  we  ever  should  ascend  to  the  condition  of  general  war,  or 
high  intensity  conflict,  even  the  most  inq>ortant  civilian  traffic  must 
take  a  back  seat  to  the  military  requirements.  At  this  point, 
survivability  of  military  communications  means  becomes  a  matter  of 
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grave  national  concern.  Most  civil  matters  can  be  handled  under 
these  conditions  on  an  essentially  local  basis,  with  little  require¬ 
ment  for  worldwide  strategic  communications.  Paradoxically,  at  a 
time  when  essential  strategic  military  communications  requirements 
will  reach  a  peak,  we  are  in  danger  of  severe  reduction  of  our  capa¬ 
bility  as  a  result  of  enemy  action. 

/ 

Two  other  Important  factors  are  worthy  of  mention.  Both  are 
affected  by  the  various  conditions  within  the  spectrum  of  conflict, 

but  their  consideration  is  basically  an  engineering  matter.  The 

% 

military  and  certain  civilian  agencies  have  a  requirement  for  security 
of  communications;  eventually  and  hopefully  all  C  will  be  secure. 

This  is  not  true  of  the  great  bulk  of  governmental  communications  re¬ 
quirements.  The  other  factor  is  known  to  communicators  as  "community 
of  interest."  Some  agencies  and  groups  have  a  substantial  require¬ 
ment  for  intercommunication,  but  others  communicate  with  one  another 
rarely,  and,  when  they  do,  on  a  very  low  precedence  basis.  These 
factors,  coupled  with  survivability,  have  a  great  impact  on  costs 
and  must  be  carefully  considered  before  systems  design  is  begun. 

Conclusion 

It  has  been  shown  that  events  since  World  War  II  have  shaped  a 

I 

hardware-oriented  worldwide  communications  capability  designed  to 
meet  the  threat  of  the  moment.  It  has  been  recognized  at  the  highest 
levels  of  government  that  provision  of  an  adequate  system  to  meet 
the  demands  of  the  future  requires  amalgamation  wherever  possible. 


18 


with  the  ultimate  evolution  of  a  system  which  will  meet  governmental 
requirements  worldwide.  The  great  complexity  of  shaping  the  vast 
amounts  of  hardware  already  procured  into  such  a  system  can  not  be 
overstated  and  presents  the  greatest  single  communications  task  ever 
conceived  by  man.  In  parallel  with  the  expansion  of  our  worldwide 
commitment  has  been  an  enormous  technological  revolution.  Most 
senior  communicators,  both  in  and  out  of  government,  acknowledge  that, 
with  proper  attention  to  the  requirements  and  the  state-of-the-art, 
and  with  recognition  of  the  universality  of  all  elements  of  information 
exchange,  this  task  can  be  accomplished.  Before  notable  progress 
along  the  lines  of  creation  of  a  true  NCS  can  be  accomplished,  there 
must  be  a  critical  examination  of  what  our  total  requirements  will 
be,  what  facilities  we  have  today,  how  they  can  be  adjusted  to  meet 
the  requirements,  and  how  we  can  resolve  the  interagency  political 
problems  with  us  today. 

Careful  consideration  and/or  resolution  of  the  following  factors 
will  constitute  a  great  start  along  the  road  to  progress: 

(a)  Review  and  comparison  of  governmental  requirements, 
military  and  civilian,  to.  determine  where  they  are  and  are  not  alike; 
this  review  must  consider  the  dynamics  of  the  spectrum  of  conflict. 

(b)  Careful  integration  of  all  elements  of  the  information 
exchange  chain.  Including  functions  associated  with  procedures, 
terminal  equipment,  transmission  facilities,  and  the  analysis. 

Storage,  and  display  of  information. 

(c)  Elimination  of  parochial  interagency  political  problems. 
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(d)  Establishment  of  a  government- wide  educational  program 

Intended  to  Instill  In  all  personnel  the  knowledge  of  ways  and  means 
'  I 

of  achieving  communications  economy. 

(e)  Careful  review  of  facilities  to  determine  how  existing 
facilities  can  best  be  utilized  to  meet  the  combined  requirements. 

With  accomplishment  of  the  foregoing,  It  will  be  possible  to 
embark  on  a  logical,  comparatively  uncomplicated,  real-world  approach 
to  meeting  the  communications  challenge  of  the  future.  Failure  to 
address  the  real  problems  may  well  result  In  a  less  than  satisfactory 
capability  when  the  chips  are  down. 


ftOBERT  D.  STROCK 
Lt  Col,  Signal  Corps 
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